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Forensic Face Recognition as a Means to Determine
Strength of Evidence: A Survey

REFERENCE: Zeinstra CG, Meuwly D, Ruifrok ACC, Veldhuis RNJ, Spreeuwers LJ: Forensic face recognition
as a means to determine strength of evidence: A survey; Forensic Sci Rev 30:21; 2018.

ABSTRACT: This paper surveys the literature on forensic face recognition (FFR), with a particular focus on the
strength of evidence as used in a court of law. FFR is the use of biometric face recognition for several applications
in forensic science. Itincludes scenarios of ID verification and open-set identification, investigation and intelligence,
and evaluation of the strength of evidence. We present FFR from operational, tactical, and strategic perspectives.
We discuss criticism of FFR and we provide an overview of research efforts from multiple perspectives that relate
to the domain of FFR. Finally, we sketch possible future directions for FFR.
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INTRODUCTION

In this survey paper, we present different aspects of
forensic face recognition (FFR), with a particular emphasis
on strength of evidence. The aim of this paper is to convey
the breadth of FFR, with its many aspects and connections
to related domains.

FFRisthe use of biometric face recognition for several
applications in forensic science. Biometric face recognition
uses the face modality as a means to discriminate between
human beings; forensic science is the application of science
and technology to law enforcement.

In general, FFR includes scenarios of ID verification
(1:1) and open-set identification (1:N+1), investigation and
intelligence (M:N+1), and evaluation of the strength of
evidence as described in Meuwly and Veldhuis [42]. There
are two image types involved in FFR. The trace image
often captures a crime scene and is most often taken under
uncontrolled conditions. The reference image is a photograph
ofasuspectandistakenunder controlled conditions. Concrete
FFR use cases are given in Zeinstra et al. [73].

A use case in which FFR is frequently employed is
to investigate criminal activities that are carried out in
places monitored by surveillance cameras, like shops
or gas stations. Extracted stills from closed-circuit
television (CCTV) recordings that contain the face of the
perpetrator are used as trace images. Another example
is the withdrawal of money using a stolen debit card. In
this case, trace images are recorded by a small camera
inside an automated teller machine (ATM) and they
typically exhibit perspective image distortion. These
use cases are examples of investigation (M:N+1) or, in
the case of a concrete suspect, examples in which the
strength of evidence against that suspect is evaluated.
Another example is when an immigration officer might be
convinced that a given identity document is genuine, but
that it does not correspond to the person who is presenting

it. If the immigration officer forbids the person to enter,
the subsequent investigation is an example of evaluation
of strength of evidence in which the passport photograph
serves as a trace image.

A survey by Jain et al. discusses additional open-set
investigation (M:N+1) use cases: (a) mug shot search that
isrobustto facial aging, (b) matching forensic (composite)
sketches to face photograph databases, and (c) retrieval
using facial scars and marks [33]. Case (b) is an example
in which trace images consists of a representation (sketch)
by an image, instead of a captured image.

A final, very noteworthy but rather extreme, example
of an FFR use case (M:N+1) is the “super recognizers”
[57] at the London (UK) Metropolitan Police. Super
recognizers are claimed to be able to identify persons
from CCTV footage, based on an exceptional memory
for discriminating facial features in previously seen low-
quality images. Super recognizers were used for example
during the London riots of 2011 [76].

FFR has its modern genesis in the Bertillonage system
[4]. Bertillonage systematically uses facial and body features
to describe criminal individuals. It features anthropometric
measurements, as well as categorizations of facial features;
for example, it recognizes 16 different ear shape types.
Also, highly discriminating features like facial marks can
be described. Figure 1 depicts some examples.

Bertillon particularly advocates for a mugshot from
face and profile, enhancing that the profile contains
information that is in the same time more distinctive and
less subject to intra variability (ear, upper profile), that has
been forgotten in the modern mugshot process. Finn gives
a historical account of Bertillonage; in particular the use
and acceptance of photography (“the criminal image”)
as a means to represent information and evidence [26].
Bertillonage as such has been superseded as a means to
individualize persons by fingerprinting (and DNA profiling
in the last 25 years) [16].
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